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I.  Introduction: An Intimate Connection  

 They’re carried in your purse. They’re carried in your jeans. They answer random 

questions, and tell you what something means. You talk in the morning, and you talk again 

at night. It knows what word you mean to say before you even type. Hers is new; hers is gold. 

His is white; his is old. He takes notes, records conversations. She talks to mom, researching 

vacations. They capture pictures, videos, and panoramic scenes. They capture more than 

what appears on the screen. They know your every move. They know everywhere you go. 

They tell all seekers what they need to know…about you. 

 “Cell phones are now such a pervasive and insistent part of daily life that the proverbial 

visitor from Mars might conclude they were an important feature of human anatomy.”1 For a nation 

of 326 million people, 396 million cell phone service accounts exist in the United States.2 More 

accounts exist than people. In the last two decades, the number of Americans owning cell phones 

grew steadily to the current 95% estimated owners.3 Of those people, 77% or more own 

smartphones.4 The word “smartphone,” now a household term, refers to a cell phone with an 

operating system and capability of running applications while accessing the internet.5 With this 

capability, one-fifth of Americans forfeit their traditional home or land-line telephone services to 

rely solely on their smartphones for internet access.6 Nearly 40% of Americans live in households 

                                                             
1 Riley v. California, 573 U.S. 373, 385 (2014) 
2 Carpenter v. U.S., 138 S.Ct. 2206, 2211 (2018) 
3 No Author, DEMOGRAPHICS OF MOBILE DEVICE OWNERSHIP AND ADOPTION IN THE UNITED STATES 

PEW RESEARCH CENTER: INTERNET, SCIENCE & TECH (2018), http://www.pewinternet.org/fact-

sheet/mobile/ (last visited Oct 6, 2018) 
4 Id. 
5 Liane Cassavoy, WHAT MAKES A PHONE A SMARTPHONE? LIFEWIRE (2018), 

https://www.lifewire.com/what-makes-a-smartphone-smart-579597 (last visited Oct 6, 2018). 
6 No Author, DEMOGRAPHICS OF MOBILE DEVICE OWNERSHIP AND ADOPTION IN THE UNITED STATES 

PEW RESEARCH CENTER: INTERNET, SCIENCE & TECH (2018), http://www.pewinternet.org/fact-

sheet/mobile/ (last visited Oct 6, 2018) 
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with at least three smartphones.7 Not only do Americans own cell phones, by the multiple, but they 

sleep with them, too. In 2010, an estimated 65% of Americans slept with their cell phone near their 

bed or in their bed.8 In addition to personal use, an individual’s cell phone use might be “purely 

business…or a messy hybrid” of business and personal use.9 This mess of uses creates concern in 

a legal environment struggling to create guidelines of Fourth Amendment protection.  

Cell phone usage prevails over daily life such that “some persons may consider them to be 

essential means or necessary instruments for self-expression, even self-identification.”10 

Smartphones with higher capabilities offer “location awareness to deliver information tailored to 

the user’s exact whereabouts” and “can also determine location for purposes internal to the 

infrastructure, for unique purposes, and sometimes for unknown purposes.” [emphasis added]11 

Ponder for a moment, a device recording a person’s every move on this planet seeming so vast. 

As people become more connected to the world through their cell phones, they relinquish 

some anonymity. In order to access information, users consent to the collection of personal data 

by cell phone carrier companies including their physical location at any given point in time. The 

effects of this consent is often unknown by the cell phone user. Cell phones essentially morphed 

                                                             
7 Id. 
8 No Author, CELL PHONES AND AMERICAN ADULTS PEW RESEARCH CENTER: INTERNET, SCIENCE & TECH 

(2014), http://www.pewinternet.org/2010/09/02/cell-phones-and-american-adults-2/ (last visited Oct 7, 

2018) 
9 § 3.03. WHAT ACTIVITIES EMPLOYERS MIGHT MONITOR AND WHY., 2011 WL 12450065 
10 § 3.02. TECHNOLOGY THAT CAN BE USED FOR MONITORING PURPOSES., 2011 WL 12450064 
11 § 3.02. TECHNOLOGY THAT CAN BE USED FOR MONITORING PURPOSES., 2011 WL 12450064 

(See United States v. Pineda-Moreno, 617 F.3d 1120, at 1124-1125 (9th Cir. 2010) (Kozinski, C.J., 
dissenting from the denial of rehearing en banc), petition for cert.filed (Nov. 2010); In re Application of 

United States, 727 F. Supp. 2d 571, 580 (W.D. Tex. 2010)) (See, e.g., http://www.onstar.com/.) (See In re 

United States Application for Historical Cell Site Data, 747 F. Supp. 2d 827 (S.D. Tex. 2010); In re 
Application for Pen Register & Trap/Trace Device with Cell Site Location Auth., 396 F. Supp. 2d 747, 750-

51 (S.D. Tex. 2005) (See, e.g., United States v. Hinckley, 625 F. Supp. 2d 3, 27 (D.D.C. 2009) (See, Kendora 

Srivastava, IPhone, IPad Secretly Tracks Users’ Movements, Mobiledia (Apr. 20, 2011), available at 

http://www.mobiledia.com/news/87584.html; Charles Arthur, íPhone keeps record of everywhere you go,” 
Guardian (Apr. 20, 2011), http://www.guardian.co.uk/technology/2011/apr/20/iphone-tracking-

promptsprivacy-fears.) 
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into tracking devices that monitor behaviors, habits, conversations and daily activities. With such 

round-the-clock connectivity, the concepts of personal privacy must be redefined and as well the 

protection for individuals from government intrusion.  

This writing defends an individual’s reasonable expectation of privacy in cell-site location 

information obtained from personal cellular devices. Additionally, it examines an explanation of 

cell-site location information, the Fourth Amendment, doctrines and exceptions to the Fourth 

Amendment, and a survey of relevant case law to include current and projected future trends.  

a.  Cell-site Location Information (CSLI) 

An intimate connection with cell phones creates new concerns for individual protection 

against unreasonable searches and seizures. The Federal Communications Commission (FCC) 

requires cell carrier companies “have the ability to locate [95%] of calls made to or from cell 

phones accurately within 300 meters or less using methods such as triangulation.”12 Cell phones 

connect continuously to cell sites, “even when the phone is not making or receiving a call.”13 When 

people travel from their homes to work, from work to lunch dates, on their afternoon errands, and 

back home, cell phone are tracking their every move. “About every seven seconds,” a cell tower 

receives the cell phone number and cell phone serial number.14 “Whenever a call is placed or 

received, a record is created and retained by the cell phone company, including the individual cell 

                                                             
12 Kyle Malone, The Fourth Amendment and the Stored Communications Act: Why the Warrantless 

Gathering of Historical Cell Site Location Information Poses No Threat to Privacy, 39 Pepp. L. Rev. 701, 

709 (2012) 
13 Carpenter v. U. S., 138 S. Ct. 2206, 2208 (2018); Kyle Malone, The Fourth Amendment and the Stored 

Communications Act: Why the Warrantless Gathering of Historical Cell Site Location Information Poses 

No Threat to Privacy, 39 Pepp. L. Rev. 701, 708 (2012) 
14 Kyle Malone, The Fourth Amendment and the Stored Communications Act: Why the Warrantless 
Gathering of Historical Cell Site Location Information Poses No Threat to Privacy, 39 Pepp. L. Rev. 701, 

708 (2012) 
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phones involved, the [cell phone numbers and cell phone serial numbers], and which cell towers 

each phone used to transmit the call.15  

Cell sites exist mostly in the form of solitary cell towers16, but 

can be found on light posts, flagpoles, church steeples and other 

foundations.17 Cells in rural areas may cover up to 2,700 square miles, 

while cells in urban areas might cover one to three miles from its 

location.18 When the cell phone connects to a cell cite, a record of cell-

site location information (CSLI) is created.19 The CSLI data is then 

categorized into sectors by location.20 Most smartphones connect to cell 

towers several times a minute when in signal, even if the cell phone is 

not in current use.21 The closer cell towers are to one another, such as 

in urban areas, the more location stamps they record.22  

                                                             
15 Kyle Malone, The Fourth Amendment and the Stored Communications Act: Why the Warrantless 

Gathering of Historical Cell Site Location Information Poses No Threat to Privacy, 39 Pepp. L. Rev. 701, 

708 (2012) 
16 Phil Locke, CELL TOWER TRIANGULATION – HOW IT WORKS, THE WRONGFUL CONVICTIONS BLOG 

(2014), https://wrongfulconvictionsblog.org/2012/06/01/cell-tower-triangulation-how-it-works/ (last 

visited Apr 30, 2019). 
17  Id. at 2211.  
18 Aaron Blank, The Limitations and Admissibility of Using Historical Cellular Site Data to Track the 

Location of A Cellular Phone, 18 Rich. J.L. & Tech. 3, 5 (2011) 
19 Carpenter v. U. S., 138 S. Ct. 2206, 2208 (2018) 
20 Id. at 2211.  
21 Id. at 2211.  
22 Id. at 2212.  
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The general process is better exhibited in the above diagram.23 The image shows what 

typically occurs when a cell phone’s location information is transmitted to nearby towers. The 

distance of each tower’s signal in turn narrows down the potential location of the cell phone’s 

location. The closer towers are to one another, the more accurate the location.  

 
b.  Exposure by Cell Carrier Companies: The Third Party Doctrine  

 

 Individuals unaware of cell phone capabilities may likewise be unaware of the storage and 

exposure of their CSLI. A more modern exception to the Fourth Amendment warrant requirement 

addresses information collected from third parties desired for criminal investigations. 24 The Third 

Party Doctrine theorizes that when a person discloses information to a third party, Fourth 

                                                             
23 Windows Phone 8 : Building Location Aware Apps - Location Sensing Technologies, IT 

TUTORIALS(2015), http://guides.wmlcloud.com/Mobile/windows-phone-8---building-location-aware-

apps---location-sensing-technologies.aspx (last visited Apr 30, 2019). 
24 Orin S. Kerr, The Case for the Third-Party Doctrine, 107 Mich. L. Rev. 561, 563 (2009) (citing Daniel 

J. Solove, A Taxonomy of Privacy, 154 U. Pa. L. Rev. 477, 528-29 (2006). 
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Amendment rights are relinquished and the information may be revealed to many government 

entities.25 The Supreme Court created this doctrine and found that an individual “[assumes the] 

risk” that the information held by third parties is for limited business purposes and could be 

disclosed to the government.26 Proponents of the doctrine assert its main purpose is to “maintain 

the technological neutrality of Fourth Amendment rules, disallowing criminals from using “third-

party services in a tactical way” to circumvent detection of crimes.27 Its secondary purpose, 

purportedly, is clarity in applying the doctrine to the information stored, with no question as to its 

origin.28  

Opponents of the doctrine argue that the Court simply failed to appreciate the gravity of 

the privacy at stake in the third-party information.29 This opinion echoes the need to protect 

information voluntarily, but unknowingly, conveyed to third parties. Since the doctrine was 

solidified in the early 1970s, the Court could not reasonably contemplate the technological 

advancements that have come to exist in the 21st century.30 With increased technological capacity 

comes increased capability for the government to surveil technology.31 Further, the doctrine allows 

the government to act invasively with no constitutional oversight, such as a search warrant, 

especially in instances of bad faith.32 Summarily, the doctrine is better understood as a form of 

implied consent to governmental access when an individual discloses information to third party 

                                                             
25 Id. at 563. 
26 Id. at 563-64. 
27 Id. at 564. 
28 Id. at 565. 
29 Id. at 565. 
30 Id. at 568. (citing U.S. v. White, 401 U.S. 745 (1971)). 
31 Joshua Vittor, What Would A Martian Think of Cell Phones? The Third-Party Doctrine and 

Technological Extensions of the Human Self, 10 Harv. L. & Pol'y Rev. 255 (2016) 
32 Orin S. Kerr, The Case for the Third-Party Doctrine, 107 Mich. L. Rev. 561, 565 (2009) (citing Daniel 

J. Solove, A Taxonomy of Privacy, 154 U. Pa. L. Rev. 477, 528-29 (2006). 
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cell carrier companies.33 Undeniably, technological advances increase the amount of information 

conveyed to third parties. However, the average cell phone user is unaware of the volume and 

nature of the information released and its potential impact on their rights against unreasonable 

searches and seizures. Under this doctrine, law enforcement and other investigative government 

entities can simply issue a judicial subpoena for cell phone records if with a few pieces of 

information, such as the cell carrier company and a phone number. These records include dates, 

times, phone numbers, and the cell phone’s location at various points in time.  

Arguments supporting the doctrine assert that information obtained from third parties does 

not necessarily solve crimes, but provides a lead assisting police in solving criminal cases.34 

Arguably, criminals inherently hide their crimes from police, and third party holders of their 

information are “remote agents” permitting crimes to be committed and hidden.35 This “hidden 

transaction” idea wrongfully asserts that the alleged criminal works in conjunction with the third 

parties.36 It seems disingenuous to claim cell phones and their capabilities do not potentially aid in 

the commission of certain crimes, but appears equally disingenuous to claim that intimate data 

collected by cellular carriers should not be protected by the Fourth Amendment warrant 

requirement. 

c. Stored Communications Act  

For the average person, owning a cell phone invites the government to place them at a 

particular location at a particular time for a variety of reasons.37 With the astounding capabilities 

of modern communication, cell phone users “must entrust personal information to the companies 

                                                             
33 Id. at 565. 
34 Id. at 575. 
35 Id. at 575. 
36 Id. at 575-76. 
37 Aaron Blank, The Limitations and Admissibility of Using Historical Cellular Site Data to Track the 

Location of a Cellular Phone, 18 Rich. J.L. & Tech. 3, 3 (2011) 
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that provide these services.”38 Wireless carriers, such as Verizon Wireless, AT&T, Sprint and T-

Mobile collect and store the CSLI for their own business purposes.39 Those business purposes 

include locating “weak spots” in their network and applying roaming charges for a customer’s cell 

phone use outside of their contracted service area.40 Those seemingly legitimate business purposes 

seem more acceptable than records detailing a person’s location over days, months or years. The 

storage and release of CSLI is addressed in the Stored Communications Act codified in 18 

U.S.C.A. § 2701, et seq. The Act permits wireless providers to divulge contents of communications 

to law enforcement agencies without a search warrant.41 The Act requires prerequisite conditions 

that the contents (i) were inadvertently obtained by the service provider; and (ii) appear to pertain 

to the commission of a crime. [emphasis added] 42 Another exception allows providers to release 

information to a government entity if the provider has a good faith belief that exigent 

circumstances exist requiring disclosure.43 Unlike search warrants issued by magistrates, the Act 

requires much less than a showing of probable cause.44  

Concerns exist that anything stricter than the Act’s requirements would place a burden on 

law enforcement’s ability to protect the public.45 Some scholars even assert, “law enforcement can 

rarely, if ever, intrude upon any person’s reasonable expectation of privacy because the laws and 

procedures…in place do not…pose a threat to our constitutional right to privacy.”46 Black’s Law 

                                                             
38 Kyle Malone, The Fourth Amendment and the Stored Communications Act: Why the Warrantless 
Gathering of Historical Cell Site Location Information Poses No Threat to Privacy, 39 Pepp. L. Rev. 701, 

711 (2012) 
39 Carpenter v. U.S., 138 S.Ct. 2206, 2208 (2018)  
40 Id. at 2212. 
41 18 U.S.C.A. § 2702(a) (West)  
42 Id. at (b)(7)(A)(i)  
43 Id. at (b)(8) 
44 Kyle Malone, The Fourth Amendment and the Stored Communications Act: Why the Warrantless 

Gathering of Historical Cell Site Location Information Poses No Threat to Privacy, 39 Pepp. L. Rev. 701, 

704 (2012) 
45 Id. at 706.  
46 Id. at 706.  



9 
 

Dictionary defines a “search” as “An examination of a person’s body, property, or other area that 

the person would reasonably be expected to consider as private, conducted by a law-enforcement 

officer for the purpose of finding evidence of a crime.” [emphasis added]47 As most cell phones 

extend to be a virtual part of the human anatomy and an essential part of daily life, it is no stretch 

to presume they should be regarded as protected area and free from unreasonable, unwarranted 

government invasion. 

 

II.  PROTECTIONS AND EXCEPTIONS 

 After the development of the search and seizure doctrine, the Supreme Court viewed the 

Fourth Amendment as a restraint on government regulation of business and business records.48 

Following this ideation, the decision in Weeks v. U.S. invented the exclusionary rule which 

mandated evidence obtained in violation of the Amendment must be excluded as inadmissible at 

a defendant’s trial.49 In Weeks, the court extended the Amendment to regulate court orders and 

legislation.50 Following Weeks, the court applied the warrant requirement to searches of offices’ 

business records.51 

a. United States Supreme Court Cases 

The Amendment paved the way for the Supreme Court to recognize many protected areas 

and interests throughout the 20th and 21st centuries. Justice Stewart in the pivotal Katz v. U.S. case 

noted the Amendment’s protection of a person’s general right to privacy likens to the protection 

                                                             
47 SEARCH, Black’s Law Dictionary (10th ed. 2014)  
48 Thomas Y. Davies, The Supreme Court Giveth and the Supreme Court Taketh Away: The Century of 

Fourth Amendment "Search and Seizure" Doctrine, 100 J. Crim. L. & Criminology 933, 936 (2010) 
49 Id. at 936.  
50 Id. at 936. 
51 Id. at 937.  
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of physical property and a person’s right to life.52 In that case, Mr. Katz challenged his right to 

privacy from governmental eavesdropping in conversations he initiated in a public telephone 

booth.53 From Justice Harlan’s concurring opinion in Katz comes the modern standard for analysis 

of what constitutes a reasonable expectation of privacy.54 In an examination, one must first ask 

whether the individual held a subjective expectation of privacy. [emphasis added]55 Then, ask 

whether society recognizes the person’s subjective expectation of privacy as reasonable. 

[emphasis added]56 Both prongs of the test prove difficult in analyzing cases on an individual basis. 

The United States Supreme Court has identified a reasonable expectation of privacy in an array of 

unique circumstances.   

In California v. Greenwood, the Court recognized a reasonable expectation of privacy in 

bagged garbage placed outside one’s home for a trash collector.57 In Florida v. Riley, the Court 

recognized a reasonable expectation of privacy in 400-feet of air space above one’s home.58 In 

United States v. White, the Court held the government’s use of an informant clothed with a 

concealed radio transmitter to capture conversations between the informant and an individual 

violated the person’s Fourth Amendment right.59 In United States v. Jones, the Court held the 

attachment of a GPS tracking device to a vehicle plus continued monitoring of that vehicle’s 

movements amounted to a search within the Fourth Amendment requirements.60 In Florida v. 

Jardines, the Court held law enforcement’s use of a drug-sniffing dog on the front porch of a 

                                                             
52 Katz v. U.S., 389 U.S. 347, 350-51 (1967) 
53 Id. at 348. 
54 Stephen P. Jones, Reasonable Expectations of Privacy: Searches, Seizures, and the Concept of Fourth 

Amendment Standing, 27 U. Mem. L. Rev. 907, 915 (1997) 
55 Id. at 915.  
56 Id. at 915. 
57 California v. Greenwood, 486 U.S. 35 (1988) 
58 Florida v. Riley, 488 U.S. 445 (1989)  
59 U.S. v. White, 401 U.S. 745 (1971) 
60 U.S. v. Jones, 565 U.S. 400 (2012)  
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defendant’s home was a search subject to the Fourth Amendment warrant requirement.61 Through 

all of the Amendment’s expansions and limitations, the Supreme Court acknowledges the lack of 

any strict guidelines for determining whether an expectation of privacy is entitled to Fourth 

Amendment protection.62 

b. Tennessee Law and Cases 

Article I § 7 of the Tennessee Constitution parallels the United States Constitution as 

follows:  

That the people shall be secure in their persons, houses, papers and possessions, 

from unreasonable searches and seizures; and that general warrants, whereby an 

officer may be commanded to search suspected places, without evidence of the fact 

committed, or to seize any person or persons not named, whose offences are not 

particularly described and supported by evidence, are dangerous to liberty and 

ought not to be granted.63 

 

Similarly, the Supreme Court of Tennessee formed its own history examining various instances of 

claimed Fourth Amendment and Article I § 7 protections.  

In State v. Lakin, officers acted upon a tip when they searched fenced, private property and 

eventually seized marijuana.64 The court held in that situation officers must first obtain a warrant 

to conduct the search or demonstrate the existence of an exception to the warrant requirement.65 

In State v. Jacumin, a search warrant was issued on the basis of information from a confidential 

informant wherein contraband was later seized.66 The court rejected the Gates totality of the 

circumstances analysis stating the Aguilar-Spinelli prongs provided a “more appropriate structure” 

for determining whether the warrant meets the probable cause requirement.67 The court held the 

                                                             
61 Florida v. Jardines, 569 U.S. 1 (2013) 
62 Carpenter v. U.S., 138 S.Ct. 2206, 2213-14 (2018)  
63 Tenn. Const. art. I, § 7 
64 State v. Lakin, 588 S.W.2d 544, 546 (Tenn. 1979)  
65 Id. at 549.  
66 State v. Jacumin, 778 S.W.2d 430, 431 (Tenn. 1989)  
67 Id. at 436. 
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Aguilar-Spinelli test for search warrants, rather than totality of the circumstances, should be 

utilized.68 The Aguilar-Spinelli guidelines measure probably cause the validity of a search warrant 

by looking towards the affiant’s basis of knowledge and veracity of the confidential informant.69  

In State v. Ross, Mr. Ross claimed the government’s search of his hotel room violated his 

reasonable expectation of privacy, even though he disclaimed ownership of the hotel key.70 The 

court held by disclaiming his ownership of the hotel key, Mr. Ross “relinquished his otherwise 

legitimate expectation of privacy.”71 The court adopted a seven-factor test first enumerated in 

United States v. Haydel, 649 F.2d 1152, 1154-55 (5th Cir. 1981):  

(1) [whether the defendant owns the property seized]; 

(2) whether the defendant has a possessory interest in the thing seized;  

(3) whether the defendant has a possessory interest in the place searched;  

(4) whether he has the right to exclude others from that place;  

(5) whether he has exhibited a subjective expectation that the place would remain 

free from governmental invasion;  

(6) whether he took normal precautions to maintain his privacy; and  

(7) whether he was legitimately on the premises.72  

 

The court recognized the factors appeared as a totality-of-the-circumstances approach, and was 

careful to indicate other relevant factors should be considered when determining the legitimacy of 

a claim to a reasonable expectation of privacy.73 In applying the above seven-factor test to CSLI, 

factors (2), (3), (4), (5), and (6) pose the most issues. For factor (2), an individual must show that 

they have a possessory interest in their CSLI. Black’s defines “possessory interest” as “1. The 

present right to control property, including the right to exclude others, by a person who is not 

                                                             
68 Id. at 436.  
69 Id. at 432.  
70 State v. Ross, 49 S.W.3d 833, 837 (Tenn. 2001)  
71 Id. at 837.  
72 Id. at 841. (citing State v. Turnbill, 640 S.W.2d 40, 46 (Tenn. Crim. App. 1982); see also United States 
v. Haydel, 649 F.2d 1152, 1154-55 (5th Cir. 1981)  
73 Id. at 841.  
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necessarily the owner. 2. A present or future right to the exclusive use and possession of 

property.”74 

In State v. Henning, the court stated in order to ensure magistrates exercise independent 

judgment of the sufficiency of affidavits, they must contain “more than mere conclusory 

allegations.”75 The affidavit must contain facts from which the magistrate can reach a reasonable 

conclusion that the evidence alleged is in the place to be searched.76 In State v. Tuttle, the court 

overruled Jacumin and adopted the totality of the circumstances analysis for determining whether 

an affidavit establishes probable cause for a search warrant.77 In Tuttle, the warrant authorized 

search of a mobile home of particular color, along with a variety of other buildings.78  

With each expansion and limitation on the Fourth Amendment and its Tennessee 

counterpart, advances in technology through the last several decades make the vitality of the Fourth 

Amendment even more pressing. With the passage of time and development of new doctrines, 

exceptions and procedures, the Fourth Amendment remains the most vital protection of individual 

privacy and should not be diminished to allow government actors access at their desire. 

  

III.  Carpenter v. United States 

a.  The Case 

On June 22, 2018, the United States Supreme Court decided Carpenter v. United States 

addressing the government entity access to individuals’ CSLI.79 The issue called upon the Court 

to determine whether the government engages in a Fourth Amendment search by accessing records 

                                                             
74 POSSESSORY INTEREST, Black's Law Dictionary (10th ed. 2014) 
75 State v. Henning, 975 S.W.2d 290, 294 (Tenn. 1998) 
76 Id. at 300.  
77 State v. Tuttle, 515 S.W.3d 282, 289 (Tenn. 2017)  
78 Id. at 289.  
79 Carpenter v. U.S., 138 S.Ct. 2206, 2208 (2018) 
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providing the user’s CSLI.80 The Court notably addresses the relevancy of the topic through its 

recitation of statistics of Americans owning cell phones.81 Cell phones work “continuously” 

connecting to cell towers, all the while transmitting innumerable amounts of information to those 

towers without the user’s direct knowledge.82 Of the information transmitted by cell phones, the 

carrier companies store the start and end times of calls, transmission of text messages and routine 

data connections.83 As cell phones become more capable, so do the records generated and stored 

by the carrier companies.  

  The underlying facts of Carpenter involve a 2011 series of robberies occurred at Radio 

Shack and T-Mobile stores in Detroit, Michigan.84 Of the four suspects, one man confessed to 

participating in nine robberies in Michigan and Ohio with 15 accomplices.85 The man also 

provided the FBI with cell phone numbers of some of his accomplices.86 Based upon FBI review 

of those cell phone records, the government applied for court orders pursuant to the Stored 

Communications Act (SCA), seeking records for Mr. Carpenter and other suspects.87 The SCA 

was enacted as Title II of the Electronic Communications Privacy Act (ECPA) of 1986. The SCA 

permits the government to order the carrier companies to disclose certain records upon being 

provided “specific and articulable facts showing that there are reasonable grounds to believe” the 

records “are relevant and material to an ongoing criminal investigation.”88  

                                                             
80 Id. at 2211.  
81 Id. at 2211.  
82 Id. at 2211-12. 
83 Id. at 2212.  
84 Id. at 2212. 
85 Id. at 2212. 
86 Id. at 2212.  
87 Id. at 2212.  
88 Id. at 2212. see also 18 U.S.C. § 2703(d). 
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 Two orders were issued directing MetroPCS and Sprint to disclose CSLI at times of call 

orientation and call termination for Carpenter’s incoming and outgoing calls during the four-month 

period of the robberies.89 Of the 152 days of records requested from MetroPCS, the company 

provided records for 127 days. Sprint produced two days of records stemming from Carpenter’s 

phone roaming out of his service area in Ohio.90 The government received 12,898 location points 

from Carpenter’s CSLI during the time periods for an average of 101 points per day.91  

 The CSLI placed Carpenter within “wedge-shaped” cells from one-eighth to four square 

miles.92 Referring to the diagrams in Section I.a, note that the towers signaled by Carpenter’s phone 

must have been close enough together to create an accurate triangulated location. Though the cells 

were not precise enough to place him at the specific crime scenes, Carpenter was arrested for six 

counts of robbery and six firearm charges.93 Carpenter filed a pre-trial motion to suppress the cell-

site location information obtained from the carrier companies arguing the government violated the 

Fourth Amendment by conducting the search without a warrant supported by probable cause.94 

Carpenter’s motion was denied, and he was eventually convicted of multiple offenses and 

sentenced to over 100 years’ incarceration.95 The Sixth Circuit Court of Appeals affirmed 

Carpenter’s conviction and held Carpenter’s sharing of cell site location information with his 

carrier companies relinquished his reasonable expectation of privacy in the information.96 The 

court reasoned that Carpenter and other cell users voluntarily gave this data to the carrier 

                                                             
89 Id. at 2212.  
90 Id. at 2212.  
91 Id. at 2212.  
92 Id. at 2218.  
93 Id. at 2212.  
94 Id. at 2212.  
95 Id. at 2213.  
96 Id. at 2213.  
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companies for “establishing communication,” thus the business records stored by the carrier 

companies are not entitled to Fourth Amendment protection.97 

b.  Cell Carrier Privacy Policies  

Rarely in the age of smartphones do users read and fully comprehend their contracts and 

privacy policies with cell carrier companies. A simple scroll to the bottom or tapping “Accept” 

admits the user to the uninhibited use of their smartphone. Almost certainly, people are unaware 

of the privacy implications in what a cell carrier company stores, their use and disclosure of 

personal information, and storage and potential dissemination to third parties.  

 

 

 

 

 

 

  

 

           98 

 

This image is a snapshot of the introductory paragraph of Sprint Corporation’s Privacy Policy. 

Note that Sprint clearly establishes its actions regarding the information users transmit through 

their cellular services. These actions include collecting, accessing, using and disclosing the user’s 

personal information. [emphasis added]99 

                                                             
97 Id. at 2213.  
98 Sprint Corporation Privacy Policy, SPRINT CORPORATION PRIVACY POLICY (2017), 
https://www.sprint.com/en/legal/sprint-corporation-privacy-policy.html (last visited Oct 9, 2018). 
99 Id.  
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100 

In this snapshot, Sprint provides more detail of the information it collects that is subject to 

disclosure.101 That information includes your device’s signal strength, whether your device is on 

and functioning, how you use your device and its services, your call and data usage and history, 

your location¸ your web history, applications used and much more. [emphasis added]102 

Essentially, each cell phone owner carries with them daily a personal tracking and recording device 

subject to the control of their device’s carrier company. 

 

 

 

 

 

 

 

 

 
103 

  

                                                             
100 Id. 
101 Id.  
102 Id.  
103 Metro™ by T-Mobile Privacy Policy, PRIVACY POLICY - METROPCS®.COM(2018), 
https://www.metropcs.com/content/metro/en/desktop/metro/terms-conditions/privacy.html (last visited 

Oct 20, 2018). 
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The above image is a snapshot of the Metro™ by T-Mobile Privacy Policy.104 Metro’s 

policy closely mirrors Sprint’s policy. Its introduction explains that it collects personal information 

from the user, followed by a listing of some of the information collected.105 Metro tells its users it 

“may” collect their device’s location data when the device is turned on.106 Many users likely 

contemplate that their device must connect to cell towers in order to receive service. They might 

even contemplate that their carrier company detects their location for the purposes of tracking their  

service area. Those users, however, are unlikely to realize how quickly that information may be 

passed from their carrier company to third-parties, or the government.  

 

 

 

 

 

 

 

 

107 

In the second half of Metro’s privacy policy above, the company identifies situations in 

which it might disclose a user’s cellular data without their consent.108 Notice the phrase: “where 

we have a good faith belief that access, use, preservation or disclosure of such information is 

                                                             
104 Id.  
105 Id.  
106 Id.  
107 Id.  
108 Id.  



19 
 

reasonably necessary.” [emphasis added]109 This provision leaves the important determination of 

good faith in the hands of a corporate cellular carrier company, not as it should be with a magistrate 

or judge. 

 As the Court tackled Carpenter’s claim, they noted the government’s increased ability as 

technology advances to encroach upon information normally kept private.110 The Court seeks to 

uphold a preservation of privacy from the government similar to that expected by the Framers 

when the Fourth Amendment was adopted.111 Carpenter’s case for the Court was not strictly 

governed by any existing precedent.112 However, the Court examined two avenues of case history 

to inform its decision.113  

The Court discussed in the first avenue United States v. Knotts.114 In United States v. 

Knotts, government agents used a radio transmitted “beeper” to track the movements of Knotts’ 

vehicle.115 The agents used the device to track in real time Knotts’ vehicle as he travelled.116 The 

Court held the agents’ actions did not constitute a search since Knotts had no reasonable 

expectation of privacy in his movements while travelling from one place to another.117 The court 

reasoned that the voluntariness of Knotts’ driving in the public view invited observation, thus 

preventing his claim of privacy.118 Important to note from Knotts, however, was the Court’s 

distinction that the government’s tracking was “discrete” and limited to the single journey Knotts 

                                                             
109 Id.  
110 Carpenter v. U.S., 138 S.Ct. 2206, 2214 (2018) 
111 Id. at 2214.  
112 Id. at 2214.  
113 Id. at 2214.  
114 U.S. v. Knotts, 460 U.S. 276 at 276 (1983) 
115 Id.  
116 Carpenter v. U.S., 128 S.Ct. 2206, 2215 (2018)  
117 Id. at 2215.  
118 Id. at 2215.  
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was travelling.119 At the time Knotts was decided, the Court could not yet contemplate the realm 

of more advanced technology.120 

 Along with Knotts, the Court discussed United States v. Jones.121 In Jones, the government 

obtained a search warrant whereby agents installed a GPS tracking device on Jones’s wife’s 

vehicle.122 The agents failed to install the device within the 10 days allotted by the warrant and 

installed the device on the 11th day.123 For the following 28 days, the government tracked the 

vehicle’s whereabouts then later indicted Jones for drug trafficking conspiracy charges.124 The 

Court, leaning heavily upon the agents’ actions as trespassory, held the installation of the GPS 

device and use of the device to monitor the vehicle’s movements was a search under the Fourth 

Amendment.125 Even though Jones’s vehicle, like Knotts, was travelling in view of the public, the 

Court reasoned the long-term tracking elevated the events to an impingement on his expectations 

of privacy.126  

 Along the second avenue, the Court discussed the differences between what a person keeps 

private and what a person chooses to make public.127 In United States v. Miller, government agents 

subpoenaed several months of Miller’s bank records searching for tax evasion.128 The Court held 

a person has no legitimate expectation of privacy in information voluntarily transmitted to third 

parties.129 The Court, in rejecting Miller’s claim to Fourth Amendment protection, reasoned the 

                                                             
119 Id. at 2215.  
120 Id. at 2215.  
121 United States v. Jones, 565 U.S. 400 (2012)  
122 Id. at 402.  
123 Id. at 402.  
124 Id. at 402.  
125 Id. at 402.  
126 Id. at 402.  
127 Carpenter v. U.S., 138 S.Ct. 2206, 2216 (2018)   
128 Id. at 2216. 
129 Id. at 2216. (citing Smith v. Maryland, 442 U.S. 735, at 743-44 (1979)) 
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documents were the bank’s records, not his. [emphasis added]130 The Court held the decision 

stands even if the person assumed the information was only to be used by the third-party for a 

limited purpose.131 In Smith v. Maryland, government agents used a pen register to record outgoing 

phone numbers dialed from Smith’s landline.132 The Court ruled the actions did not amount to a 

search, and individuals did not have an expectation of privacy in numbers dialed from their 

telephone as they could expect the numbers to be used by the telephone company for “a variety of 

legitimate business purposes.133 The result of the Smith and Miller decisions meant the government 

could easily obtain information from third-parties about an individual free from Fourth 

Amendment hurdles.134 This idea became known as the third-party doctrine, as previously 

discussed.135 

 In Carpenter, the Court calls its dilemma a “new phenomenon:” the ability of the 

government to track a person’s movements through cell-site location data.136 The Court likens cell-

site location data to the GPS monitoring in Jones as the information is “detailed, encyclopedic, 

and effortlessly compiled,” while recognizing Carpenter implicated the third-party doctrine by 

“continuously revealing his location” to Sprint and MetroPCS.137 The court was compelled though 

to view Carpenter as a new frontier, data that wasn’t complicated by prior courts in decisions 

regarding transmitting information to third-parties. For those reasons, the Court held the decisions 

in Smith and Miller did not control Carpenter’s argument.138 Carpenter’s expectation of privacy in 
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his physical movements tracked through his cell-site location information was held to be 

legitimate, as the government’s actions amounted to a search.139 

 In grappling with its decision, the Court noted several distinguishing characteristics of the 

cell-site location information as opposed to other commercially stored records. The government’s 

acquisition of 127 days of location information was “all-encompassing” and created “an intimate 

window” in his personal life.140 From the information the government received, the Court noted 

they could easily gain insight into Carpenter’s family life, political views, professional life, 

religious practices and even sexual associations.141 As if those reasons weren’t enough, the Court 

carefully noted that the government practice of obtaining this cell-site location information was 

cheap and easy.142 Turning a page in Fourth Amendment history, the Court instills it’s the 

retrospective quality of Carpenter’s cell-site location information, unlike real-time tracking, that 

lends itself to Fourth Amendment protections.143 If the government was free to obtain this cell-site 

location information as it has, only individuals without cell phones or wireless devices could 

“escape this tireless and absolute surveillance.”144  

In opposition, Justices Kennedy, Alito, and Thomas dissented from the majority’s 

opinion.145 Along with the government, the Justices argued the third-party doctrine should control 

the case in that the records are business related and collected by the carrier companies.146 The 

majority quiets that idea with the recognition that “seismic shifts in digital technology” give the 

government much more control than is contemplated by the public when using their cellular 
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devices.147 Since the Court ruled that the government’s search in this case required a search 

warrant, and the search failed to fit within an exception to the warrant requirement, the search was 

unreasonable.148 

c.  Post-Carpenter 

 Just five days following the Carpenter opinion, the Court of Appeals of Georgia addressed 

the case in Mobley v. State, but not in regards to cell phone data.149 Mobley was arrested following 

a vehicle crash and charged with speeding, reckless driving, and two counts of vehicular 

homicide.150 Mobley argued the evidence from his vehicle’s airbag control module (ACM) 

showing that his vehicle traveled at 97 miles per hour five seconds before the airbag deployed 

should have been suppressed.151 Mobley argued the ACM from his vehicle had similar qualities to 

a cell phone in regards to Fourth Amendment protection.152 The court held Mobley did not have a 

reasonable expectation of privacy in the ACM data from his vehicle, stating that “there are outward 

manifestations of the functioning of some [vehicle] systems when a vehicle is operated on public 

roads.”153 Since Mobley knowingly exposed the information contained in the ACM to the public, 

the court ruled no reasonable expectation of privacy existed, distinguishing the case from those 

involving cell phones. [emphasis added]154 So, under these particular facts the officer’s retrieval 

of data did not amount to a search affording Fourth Amendment protection.155 Similar to long-arm 
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jurisdictional statutes, it is not unreasonable to conclude ACM data would not be protected from 

retrieval as an individual drives upon public roadways subjected to laws of the State.  

 In the world of social media, a United States District Court in Connecticut declined to 

extend Carpenter to information obtained from Facebook accounts of multiple defendants.156 Law 

enforcement obtained a search warrant authorizing a search of Facebook accounts to discover 

information relating to a rash of shootings.157 The court held since the defendants failed to show 

steps they took to keep their Facebook content private, they did not meet the burden for the court 

to find they had a reasonable expectation of privacy in the information.158 These steps for 

individuals to take to keep their Facebook and other accounts private have grown as concerns for 

third-party access rise. 

Personal data in social media came to the forefront of discussion in the last several years, 

as the public became aware of Facebook’s disclosure of their data to companies such as Microsoft, 

Amazon and Spotify.159 Even though some may realize their posts and “likes” on Facebook are 

accessible by many, few likely grasp that Facebook allowed Microsoft’s Bing search engine to 

view a person’s entire friends list and gave Netflix and Spotify access to Facebook private 

messages without the user’s consent.160 Amazon and Yahoo were similarly granted access to users’ 

Facebook content.161 Perhaps future cases involving social media, like CSLI, will examine further 

what disclosure a user knowingly consents to, and what occurs behind the curtain.  

 

                                                             
156 United States v. Westley, No. 3:17-CR-171 (MPS), 2018 WL 3448161, at *1 (D. Conn. July 17, 2018)  
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a.  Development of Tennessee Law  

 Since May 2014, Tennessee Law has precluded government entities from obtaining CSLI 

of an electronic device without a search warrant.162 However, the issue of government access to 

CSLI still exists as the statute also confers exceptions to that search warrant requirement. If a cell 

phone is reported stolen by its owner or if their CSLI is necessary to respond to an emergency call, 

no search warrant need be obtained.163 Search warrants are likewise not necessary if access to 

CSLI is to prevent imminent danger to the life of the owner, user or public, if the owner or user 

gives informed, affirmative consent, if the user posts their location within 24-hours prior on a 

social media website or if exigent circumstances justify obtaining the CSLI.164 In July 2014, the 

Tennessee Legislature enacted another statute addressing government access to cell phone data. 

T.C.A. § 40-6-110(b) prevents government search, examination, extraction or duplication of 

cellular data unless by search warrant, informed consent of the owner or user or exigent 

circumstances.  

As the subject of government access to CSLI is still young, Tennessee case law has not 

fully addressed current and future concerns regarding unreasonable seizures and searches of 

individual CSLI. As a result, law enforcement in Tennessee continue to use judicial subpoenas, 

pursuant to T.C.A. § 40-17-123165 to obtain CSLI and other cellular records. In applying for the 

subpoena, the law requires an affidavit in support, a statement of a criminal offense that has been 

or is being committed, articulable reasons why the information will materially assist in the 

investigation of the offense, and a nexus between the documents and the criminal offense, among 
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others.166 Unlike a search warrant, however, the reach of a judicial subpoena may be outside of the 

judicial jurisdiction of the issuing magistrate or judge whereas a search warrant may only issue if 

the magistrate or judge has jurisdiction in the county where the property is located.167   

 In a recent Tennessee decision, the Court of Criminal Appeals analyzed a case where law 

enforcement obtained a judicial subpoena, pursuant to T.C.A. § 40-17-123.168 In State v. Brown, 

the subpoena resulted in collection of the user’s call history and historical CSLI.169 The CSLI 

collected showed law enforcement that Brown’s cell phone signaled a cell tower with a range 

encompassing where a shooting occurred for which Brown was charged.170 When the detective 

testified, however, Brown’s cell phone’s exact location could not be ascertained since the range of 

the cell tower was one to five miles.171 That is, the tower signaled by the phone was not necessarily 

the closest tower.172 The prosecution relied on an alternate theory of criminal responsibility which 

ultimately resulted in Brown’s conviction.173 Though Brown’s first degree murder conviction was 

reversed for other dominating issues, the case ignites the fire that is admissibility of CSLI obtained 

through criminal investigations.174  
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IV.  Conclusion: The Future of CSLI and Individual Privacy   

The future of CSLI and its use by cell carrier companies and law enforcement agencies 

remains blurred. Perhaps action by individual users and legislatures will prompt changes in the 

laws and develop a search warrant standard for obtaining individual CSLI. When you visit your 

grandmother out of town, or the grocery store and the ball park on Saturday, imagine the signals 

being sent and the vast records being kept. Ping…location…ping…location. Still the largest 

obstacle lies in proving a reasonable expectation of privacy in personal data, “the most prized 

commodity of the digital age.”175  

Without this reasonable expectation, the prospect of what third parties may learn about cell 

phone users is startling. The development of new standards and laws will take time and forced 

controversy. Going forward, the most certain way to protect individual privacy in CSLI is applying 

a probable cause standard to law enforcement’s gain of CSLI via valid search warrant.  
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